Security Settings for Internet Explorer 8

1. Goto Tools and select Internet Options

2. Remove the tick from Enable Protected Mode

Internet Opticns - Security At Risk @lﬁ

General | Security |Pri'u'aq-' I Content | Connections | Programs | .ﬁ.duanced|

ﬂcl Your security settings put your computer at risk

Select a zone to view or change security settings.

@ a4 v O

E Local intranet  Trusted sites  Restricted
sites

Internet

Sites
I@ This zone is for Internet websites, -

except those listed in trusted and
restricted zones,

Security level for this zone

Custom
-Your security settings are below the recommended
level, putting your computer at an increased risk of
online attack.
-To change the settings, dick Custom level,
- To use the recommended settings, dick Default level,

[| Enable Protected Mode (requires restarting Internet Explarer)

[ Custom level... H Default level ]

[ Reset all zones to default level ]

[ QK ] [ Cancel Apply

3. Then select Custom Level

4. Please set your security settings as per below



F

Security Settings - Internet Zone

Settings

JMET Framework,
[ Loose KAML |
(7 Disable
@ Enable
() Prompt

a wAML browser applications

% MET Framewark-reliant components

% Permissions for components wikth manifests
1 Niczhla

4| 1] [ 3
*Takes effect after vou restart Internet Explorer
Reset custom settings
Resstto: | Medium-high (default) - | Reset.. |

[ Ok J [ Cancel
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Security Settings - Internet Zone

Settings

(7 Disable
(@ High Safety

(7 Disable
@ Enable
() Prompt

(7 Disable
@ Enable
() Prompt
¢ | Ackivey controls and plug-ins

% MET Framewark-reliant components
% Permissions for components wikth manifests

% Run compaonents nok signed wikh Authenticode

% Run components signed wikh Authenticode

|| Allove previously unused Activer controls ta run without pran

(7 Disable
(@ Frshls B
4| 1] 3
*Takes effect after vou restart Internet Explorer
Reset custom settings
Resstto: | Medium-high (default) - | Reset.. |

| ok

J |

Cancel ]
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Security Settings - Internet Zone ﬂ]

Settings

% Run compaonents nok signed wikh Authenticode |7
(7 Disable
@ Enable 7
() Prompt im
% Run components signed wikh Authenticode
(7 Disable
@ Enable
() Prompt
|#| Activer controls and plug-ins
|| Allove previously unused Activer controls ta run without pran
(7 Disable
@ Enable
|| Allove Scriptlets
(7 Disable
@ Enable

T Drarank E

4| 1] [ 3

*Takes effect after vou restart Internet Explorer

Reset custom settings

Resstto: | Medium-high (default) - | Reset.. |

[ Ok J [ Cancel
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Security Settings - Internet Zone

Settings

(v

Automatic prompking for Ackiver controls
(7 Disable
@ Enable
Binary and scripk behaviors o
(71 Administratar approved £
(7 Disable

@ Enable

Display video and animation on a webpage that does nok use
@ Disable

(71 Enable

Dowenload signed Activer contraols

@ Disable

(71 Enable {not secure)

() Prompt (recommended)

Dovenload unsigned Ackivel contrals

(@ Micshla (varararnandadt

|

1 | F

*Takes effect after vou restart Internet Explorer

Reset custom settings

Reset ko

[Medium-high (default) - ] [ Reset,., ]

[ Ok J [ Cancel
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Security Settings - Internet Zone

S

Settings

@ Disable (recommended)
(71 Enable {not secure)
() Prompt
/| Run Activer controls and plug-ins

() Administrator approved
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| Scripk Activer controls marked safe For scripking®
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() Prompk

,fvﬁ Downloads

.93 Automatic prompking For file downloads
T hicshla
4| 1] [

|#| Initialize and script Actives contrals nat marked as safe Far s -

*Takes effect after vou restart Internet Explorer

Reset custom settings

Resstto: | Medium-high (default) - | Reset.. |
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Security Settings - Internet Zone

S

Settings

@ Disable (recommended)
(71 Enable {not secure)
() Prompt
/| Run Activer controls and plug-ins

() Administrator approved
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| Scripk Activer controls marked safe For scripking®
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() Prompk

,fvﬁ Downloads

.93 Automatic prompking For file downloads
T hicshla
4| 1] [

|#| Initialize and script Actives contrals nat marked as safe Far s -

*Takes effect after vou restart Internet Explorer

Reset custom settings

Resstto: | Medium-high (default) - | Reset.. |

x|
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Security Settings - Internet Zone ﬁ

Settings

.g-ﬁ File: download E

.g-ﬁ Font download

,g-\% Enable \NET Framework setup B
(7 Disable
@ Enable

& | Miscellaneous
g Access daka sources across domains

(O) Disable
@ Enable
(") Prompt
S Alleus META DEEDESH E
1 | 1 [ F

*Takes effect after vou restart Internet Explorer

Reset custom settings

Resstto: | Medium-high (default) - | Reset.. |

[ Ok J [ Cancel
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Security Settings - Internet Zone lﬁ

Settings

& Allow META REFRESH -
(7 Disable
@ Enable
g Allaw scripking of Inkernet Explorer web browser conkrol
(7 Disable
@ Enable
g Allaws script-initiated windows without size or position constrz
':;:' Disahle |_|
@ Enable b
g Allow webpages to use restricked protocaols For active conken
(7 Disable
@ Enable
() Prompt
g Allow websites to open windows without address or skatus b
(7 Disable

4| 1] [ 3

*Takes effect after vou restart Internet Explorer

Reset custom settings

Resstto: | Medium-high (default) - | Reset.. |

[ Ok ] [ Cancel
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Security Settings - Internet Zone

Settings

# | Display mixed content
(7 Disable
@ Enable
() Prompt
g Don't prompt For client certificate selection when no cerkificat
(7 Disable
@ Enable
g Drag and drop of copy and paste files
(7 Disable
@ Enable
() Prompt
g Include local directory path when uploading files to a server
(7 Disable
@ Enable
g Installation of deskkop ikems

4| 1] [ 3

_ -
fa_Micahla |

*Takes effect after vou restart Internet Explorer

Reset custom settings

Resstto: | Medium-high (default) - | Resst...

]

[ Ok ] [ Cancel
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Security Settings - Internet Zone lﬁ

Settings

# | Installation of desktop items F
@ Disable
(71 Enable {not secure)
™) Prompt (recommended)
g Launching applications and unsafe files
@ Disable
(71 Enable {not secure)
™) Prompt (recommended)
g Launching programs and files in an IFRAME
@ Disable
() Enable (not secure) ]
™) Prompt (recommended)
g Mavigate sub-frames across different domains

() Disable

4| 1] [ 3

*Takes effect after vou restart Internet Explorer

Reset custom settings

Resstto: | Medium-high (default) - | Reset.. |

[ Ok ] [ Cancel
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Security Settings - Internet Zone ﬂ]

Settings

g Open files based on conkent, nok file extension F
(7 Disable
@ Enable
g Software channel permissions
(7 High safety
(7 Low safety (nok secure)
@ Mediurn safety (recommended)

g ubmit non-encrypted Form data

# | UUse Phishing Filter [
(7 Disable
@ Enable

# | UUse Pop-up Blocker E

T Micshla
4| 1] [ 3

*Takes effect after vou restart Internet Explorer

Reset custom settings

Resstto: | Medium-high (default) - | Reset.. |

[ Ok ] [ Cancel
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Security Settings - Internet Zone ﬂ]

Settings

g Open files based on conkent, nok file extension F
(7 Disable
@ Enable
g Software channel permissions
(7 High safety
(7 Low safety (nok secure)
@ Mediurn safety (recommended)

g ubmit non-encrypted Form data

# | UUse Phishing Filter [
(7 Disable
@ Enable

# | UUse Pop-up Blocker E

T Micshla
4| 1] [ 3

*Takes effect after vou restart Internet Explorer

Reset custom settings

Resstto: | Medium-high (default) - | Reset.. |

[ Ok ] [ Cancel
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Security Settings - Internet Zone

Settings

g Iserdata persistence
(7 Disable
@ Enable

(7 Disable
@ Enable
() Prompt
=0 Seripting

=0 Active scripting
(7 Disable
@ Enable
() Prompt

=0 Allaws Programmatic cipboard access

g Websites in less privileged web content zone can navigate in

() Disable bl
@ Enable
T Drarank E
4| 1] [ 3
*Takes effect after vou restart Internet Explorer
Reset custom settings
Resstto: | Medium-high (default) - | Reset.. |
[ (] 4 J [ Cancel
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Security Settings - Internet Zone

Settings

=0 Allaws stabus bar updates via script F
(7 Disable
@ Enable

=0 Allaws websites ta prampt: Far information using scripted wind:d
(7 Disable
@ Enable

=0 acripting of Java applets
(7 Disable
@ Enable
() Prompt

3\!‘ ser Authentication

3\!‘ L_u:ugu:un
() Anonyrmous logon
@ Automatic logon only in Intranet zone =
(7 Automnatic logon with current user name and password E

1 Drarank Fav nicar marna and maccoeed

4| 1] [ 3

*Takes effect after vou restart Internet Explorer

Reset custom settings

Resstto: | Medium-high (default) - | Reset.. |

[ Ok ] [ Cancel
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Security Settings - Internet Zone

Settings

=0 Allaws stabus bar updates via script F
(7 Disable
@ Enable

=0 Allaws websites ta prampt: Far information using scripted wind:d
(7 Disable
@ Enable

=0 acripting of Java applets
(7 Disable
@ Enable
() Prompt

3\!‘ ser Authentication

3\!‘ L_u:ugu:un
() Anonyrmous logon
@ Automatic logon only in Intranet zone =
(7 Automnatic logon with current user name and password E

1 Drarank Fav nicar marna and maccoeed

4| 1] [ 3

*Takes effect after vou restart Internet Explorer

Reset custom settings

Resstto: | Medium-high (default) - | Reset.. |

[ Ok ] [ Cancel

5. Click Ok




